rOBOPAT NPO AEHbLIN?
MOLUEHHWKK?

HE NAHUKYH!
B oo NEPEMPOBEPB!




YTO OENATD, ECJIA C KAPTDI
YKPAJIXA OEHbI'N?

© 3ABIOKUPOBATDb ® HAIMUCATD © OBPATUTBCA
KAPTY 3ASIB/IEHME O HECOTITIACUM B MONULMIO
C OMEPALIMEN -
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« No Homepy TenedoHa GaHka 3aaBneHne QomKHO  Yem 6onblue niogen
Ha 5E!HKOBCKOH KapTe Ghﬂ'b HanmUCaHoO. nonanw BaFIB."IEHHR,
= yepes MobuncHOE NpUNoXeHue COOBLWEeHUs O CNUCaHUmn ‘ 4YTO NPecTynHUKOB
* Yepes NIMYHbIN KabUHeT EYS HONwMAoT
Ha ohuumansHoOM canTe 6aHKa « Ha MecTe B oTAeneHun
6aHKka

* B OTAENeHnu 6aHkKa

KAK OBE3ONACUTb AEHbI'N HA CHETAX?

HUKOMY HE COOBLLIAWTE: KOOOBOE CNOBO
« CPOK AENCTBUS KapTbl M TPEX3HAYHBLIA KOA, Ha3blBalTE TOMbKO COTPYAHWKY GaHKa,
Ha ee o6opoTHoi ctopoHe (CVV/CVC) Korfia Camun 3BOHUTE Ha ropa4qyto

= Maponu 1 Kodbl U3 yBeOoMNeHWA NUHUIO

« IOFUH U Naponb OT OHNalH-6aHKa

HE NYBNTUKYWATE

nepcoHanbHble AaHHble B OTKPbLITOM AOCTyne BaHk He KOMRENINPYEY

noTtepu, ecnin Bbl Hapywunu

npaswvuna 6esonacHoro
NCNoNb30BaHWA KapThbl

YCTAHOBUTE
aHTUBUPYCbl Ha BCe YCTPOCTBa
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E;’ﬁ' 2 Monpo6Hee o npasunax 6e3onacHoCTH ®duHaHcoBasa
('3 uuTanTe Ha fincult.info Kynbetypa



O6euwaroT cnucaTtb gonrn?

[1poBEPb, UTO 3TO
He MOLWeHHUKu!

@ baHk Poccum




KAK SALLUIUTUTDBCHA
OT ®PULLUUNHTA

DUWKHIr — BMA MOWEHHWYECTBa, Koraa y Yenoseka KpaayT
nepcoHanbHble AaHHbIe UK AeHbr1 C NOMOLLbIO CauTOB-NOAAENOK.
YacTo MOwWeHHUKHN AeNaloT CarnTbl, KOTOpPbIe KaK ABe Karsiv Boabl
MOXOXKK Ha CalTbl pearibHbIX OpraHu3auun

KAK MOXXHO OKA3ATbCH
HA ®ULLNHIOBOM CAUTE?

Mo ccbinkaM M3 MHTEepHeTa UNn 3NeKTPOHHOW noyTbl, CMC,
cooblIeHUn B CoLUCeTaX MM MecCceHayKepax, pekiamsl,
o6bABNEHUI O NOTEpEesX, pacnpoaarkax, KoMrneHcaumax

OT rocynapcrea

XaKepbl Y4YacToO B3/1aMbIBalOT YyXKMe aKKayHTbl,
M tlmmuHroaan CCbl/IKa MOXKeT ﬂpHﬁTM dare OT 3HaKOMbIX

KAK PACINO3HATb
®OULLMHIOBbIN CAUT?

Appec OTNIMYaeTcs OT HACTOSLLEro Nunilb Napow CUMBOJIOB
B appecHoi cTpoke HeT https 1 3Hauka 3aKpbITOro 3aMka
Ou3aiiH CKONMPOBaH HEKAYeCTBEeHHO, B TEKCTaX eCTb OLWNBKM

Y caiTa Mano CTpaHUL UK OaXke ofHa — NS BBOAA AaHHbIX
KapTbl

KAK YBEPEYbBCH OT ®PULLINHTA?

YcTraHOBUTE aHTUBKMPYC U peryisspHO O6HOBSTE ero
CoxpaHsanTe B 3aKknagkax agpeca HY>XHbIX CanToB
He nepexoauTte no nNoao3puTenbHbIM CCbINKaM

MUcnonb3yiTe OTAeNbHYIO KapTy A1 NOKYNOK B MHTEpHeTe,
KNagMUTe Ha Hee HYXXHYIO CYMMYy MpsiMO nepeja oniaTom

Moppo6Hee o npaBunax PIACos9
KMGeprurueHbl YMTanTe Ha 2
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[OBOPAT NpO AeHbrn?

Knaoun Tpybky n cam
nepenposepsn
nHpopmauuio!
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CoTpyoHuku LleHTpo6aHKa

He 063BaHMBAIOT
nogen!




KAK SALLUTUTDBCH

OT OHTAUH-MOLWEHHUKOB

Y106b! fOo6paThCca A0 BaMX 6QHKOBCKUX CHETOB,
MOLUEHHUKaM HY>XXHbl BaluU NepcoHanbHble AaHHbIe
U PEKBU3UTbI KapT

Kakue cxeMbl UCnonb3ytoT adpepucTbl?

OBELWAKOT 30/10ThIE FrOPbI
Onpockl 3a BO3HArpaXaeHue, coluansHbie BbiNAatsl WK CBEPXNpUGLINbHBbIE
MHBECTUUWOHHBIE NPoeKThl, MapaHTA GLICTPOro oGoraweHns — NpU3Hak oGMaHa

SAMAHMBAKOT HA PACIPOOAXHA

OI'DOMHI:IE' CKMOKK U HASKWE LeHbl MOryT OKa3aThCA MOLWEHHWYeCKOA YNOBKOR

CNEKYTUPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6waenaoT cBop AeHer Ha pa3paboTky BakuuH, 06eLaT BepHyTh
OEHbIM 338 OTMEHEeHHbIe peickl UNW NpeanaraT NoNYYUTs rocyaapCcTBeHHblIe
AoTauun

MACKHWPYIOTCH

PaBbII’prEﬂI’DT PONb NPOAGBUOB W NOKynaTenen Ha nonynapHelx canTax oOvABNEHNA

Kak o6e3onacuTtb CBOU AeHbru

B MHTEepHeTe?

1 YeTaHoBUTE aHTUBUPYC W perynapHo o6HOBAAIRTE ero

3GBEJJ.HTE oTAeNbHYHK HEﬁ'ETOB)’I’O Kapty ana nnarexen
B MHTEPDHETE W KNnaguTe Ha Hee HYXHYKO CyMMYy nepeg onnaTtomn

Bcerpa npoBepsinTe agpeca 3NeKTPOHHOW NoYThl U CaiToB —
OHW MOTYT OTIMYATLCA OT OPMUManbHLIX NWWbL NapoR CUMBONOB

4 He nepexoante No ccbiNkam OT HE3HAKOMLUEB —
cpaz3y yoanante COMHUTeNbHbIe coobleHns

Hukomy He coobujaiTe cBOW NepcoHanbHble gaHHbIE

MNopgpobHee
© npaBunax

KnGeprurmeHol
YATaliTe ®uHaHcoBas @
Ha fincult.info Kyastype




OCTOPOXHO:
TENNIE®POHHbIE MOLLEHHUKUA!

S NMPUSHAKOB OBMAHA

HA BAC © HABAC DABAT
BbIXOOAT CAMM e depncTs Bcerna
AdepucTbl MOTyT TOpPONSAT, ;Toﬁu
npeacTaBUTLCA CNYXX60M Y Bac He Obino
6e3onacHocTH H6aHKa, BpeMeHu Bce 06ayMaThb
HanoroBow,
nPOKypaTypou FOBOPSIT O AEHBIAX
JTioboi HeoXXMaaHHbIN MpepnaratoT cnacTm

3BOHOK, CMC unu nucemo —
NoBOfA, HACTOPOXUTbCH

PALYIOT BHE3AI HOWM
BbIirOOOW UITU MYTAIOT

CunbHble 3MOoLMK
MPUTYNAAOT
6oMTENbHOCTL

3BOHAT
Ma BaHka, nonuumm

MM OPYron opraHnsaumm?

~ YBEOWUTECDH,

HTO 3TO HE MOLEHHUKK!

cbepexeHus, Noy4nTb
KOMMEHCaLMIO UK BIIOXUTLCS
B MHBECTULIMOHHBIM NPOEeKT

NMPOCAT COOBLNTD
OAHHBIE

3noyMbilLIeHHUKOB
UHTEpeCcYIOT PEKBU3UTDI
KapTbl, Naponu 1 Koabl

13 6aHKOBCKMX YBeOOMNeHHA

Q HUKOIOA HUKOMY
BAXHO! HE COOBLUAMTE:
CoTpyaHWKK 6aHKOB U nonvumnm * kogbl u3 CMC
HUKOIOA He cripauveaioT * Tpex3Hau4Hbli Ko Ha 06opOoTHOM

PEeKBU3UTbI KapTbi, NAaponu CTOpOHe KapTbl (CVV/CVC)
13 CMC, nepcoHanbHbie gaHHbie * PIN-kop
W He MPOCHT COoBEpLLaTh * Naponu/noruHbl K GaHKOBCKOMY

nepesoab! C Balwei KapTbi NPUNOXEHUIO U OHNaNH-6aHKy
= KOQOBOE CNOBO

« MNepcoHanbHbie gaHHble

e 4 Kak sawmtiTsb cBoM prHakCBI, ° ®uHaHcoBas @
[=] " uuTaiiTe Ha fincult.info KynbTypa



@ baHk Poccum

KAK SALLUTUTD

CBOUTALDXKETDbI OT BUPYCOB

BUPYCbiI:

+ OTKPbIBAIOT YAaneHHbIn 4OCTYN K BalleMy YCTPONCTBY
* KpagyT NnorvHbl 1 naponu ot OHNaWH- n MmobunbHoro 6aHkKa
« NepexBaTbIBalOT CEeKpPeTHble KoAbl U3 coobLieHun

BBHOJ'IY‘-IHB 3TU AaHHble, KU6epnpecTynHUKKU
MOryT NOXUTUTb BCe AeHbIrn C Ballnx CHeToB

KAK NOHATD,

YTO YCTPOMUCTBO 3APAXEHO?

YTO AEJATD,

ECNU HA YCTPOWUCTBE BUPYC?

KAK 3AWLUTUTD

YCTPOWUCTBO OT BUPYCOB?

3aBucaeT, nepe3arpyXaeTca WM OTKNYaeTca
Camo 3aBepwaet paboTy NpuoXxeHun
MokasbiBaeT BCNblBaKOLWME OKHA

Tepser o6bem NnamaATH

MozeoHUTe B 6aHK M NonpocuTe 3a6noKUpoBaTh AOCTYN
K OHNanH-  Mo6uneHOMY 6aHKy U BCe KapTbl, KOTOpble
WMCMOoMb30Banu Ha YCTPOWCTBE

O6paTutech B CEPBUCHbBIA LEHTP, YTOObI BbINEYUTL ragxer

MepeBbINycTUTE KapTbl, CMEHUTE /IOrMH W Naponb
OT OHNalH-6aHKa M 3aHOBO YCTaHOBUTE GaHKOBCKOE MpU/oXeHue

McnonbsyiTe aHTUBMPYC W PErynsipHo ero o6HoBnsAnTe

He nepexoguTte No ccbiNkam OT HE3HAKOMLUEB, He YCTaHaBNUBaWTe
NpPorpamMmMbl Mo UX NPockGe U He UCMOMb3YITe YyXXUue hrieLlKu

Cka4ynBaiTe NpUIOXEeHUNA TONIbKO U3 NPOBEPEHHBIX UICTOYHHUKOB
O6HoBNANTE ONepaLUoHHYIO CUCTEMY YCTPOWUCTBA

MUs6eranTe obwepnoctynHbix Wi-Fi-ceten

®duHaHcoBan
Moppo6Hee o 3awMTe ragxeTos KynbTypa @



